Chapter 2
Finite Fields

1. Groups
= A group is an elementary structure, which underlies many other

algebraic structures, such asrings, fields, etc.

= Définition:
Let G be a nonempty set with an algebraic operation o
defined for each pair of its element. Then G iscalled a group if
and only if for all ab,cG, the operation o satisfies the
following four axioms:
(1) a-bUG (algebraic closure)
(2) Thereexistsan element el1G such that
eoa=—ace=a (e isidentity element)
(3) Thereexistsan element a* G such that
aca’=a'oa=e  (existenceof an inverse element)

(4) ao(boc)=(acb)oc (associativity)



If thegroup G satisfies acb=bea,

then G iscalled acommutative or Abelian group.

A group isdenoted by (G ,0)

Examples:

The set |, ={0,1} with the moduo-2 addition O is a finite

Abédlian group (I, ,0) of order 2.

2. Rings

Definition:
A non-empty set R with two algebraic operations, written [
(called “multiplication”) and + (called “addition”), is called a
ring if and only if these two operations satisfy the following
axiomsfor all a,b,cUR:
(1) (R,+) isanAbelian group with identity element O .
(2) albOR (closed under multiplication)
(3) aldblk)=(alb)ll (associativity of multiplication)
(4) aldb+c)=alb+alk and

(b+c)Ua=bla+cla (distributivelaws)

Usually, thering R isdenoted by (R,+,0



3. Basic Sructure of Fields

Roughly speaking, afield ( 3 ) isa set of elementsin which one
can perform addition, multiplication, subtraction, and division
without leaving the set. Also, in a fidd, additions and
multiplications satisfy the commutative, associative, and

distributive laws.

Definition: (field)
Let F beanon-empty set with the two algebraic operations +
and U defined for each pair of elements. Then F is a field if
and only if the following conditions are satisfied:
(1) (F ,+) isanAbélian group.
The identity element with respect to addition is called the
zero element or the additiveidentity of F and id denoted by
0.
(2) (F-{0},D isanAbelian group.
The identity element with respect to multiplication is called
the unit element or the multiplicative identity of F and is

denoted by 1.



(3) For all a,b,cOF, al{b+c)=alb+alk
and (b+c)a=blCa+cla

I.e. multiplication isdistributive over addition.

Examples:
The set of all rational numbersistherational field. The set of all
real numbers is the real-number field. The set of all complex

numbersisthe complex-number field.

The complex-number field is actually constructed from the

real-number by requiring the symbol, | =J-1, as the root of
the irreducible (over the real-number field) polynomial x*+1,
e (-2 +1=0

Every complex number isof theform a+bhi

where a and b arereal numbers.

The complex-number field contains the real-number field as a
subfield. The complex-number is an extension field of the

real-number field.



» Both complex-number field and real-number field have infinite

elements.

4. Binary Arithmetic and Field

= Consider the binary set, {0,1}. Define two binary operations,

called addition “ +” and multiplication “-” on {0,1} asfollows:

0+0=0 0.0=0
0+1=1 0.1=0
1+0=1 1.0=0
1+1=0 1.1=1

These two operations are commonly called modulo-2 addition

and multiplication, respectively.

= The sat {0,1} together with modulo-2 addition and

multiplication is called a binary field, denoted GF(2).



5. Vector Space

Definition:
Let (V ,+) be an Abelian group. Let F be commutative field
with the identity elements, O and 1 for the operators + and
[, respectively.
A multiplication operation, denoted by -, between the element in
F and theedementsin V ,isalso defined.
Theset V iscalled avector space over thefield F if it satisfies
the following conditions:
(1) For any element alJF and any eement VOV one has
a.viVv
(2) (Distributivelaw)
For any element T,VOV , and any elements a,bJF onehas
a-(U+v)=a.u+a.v
(a+b).v=a.v+b.v
(3) (Associative law)
Forany VOV andany a,bOF ,onehas
(alb).-v=a-.(b-V)

(4) Forany VOV onehas 1.-V=V



= Theeementsof V are called vectors. The elements of the field
F arecalled scalars. The addition on V iscalled vector addition.
The multiplication, which maps a scalar in F and vector in V.

into avector in V , iscalled scalar multiplication.

The additive identity (zero) of V isdenoted by O.

» Définition (subspace)
A vector space V over afidd F may contain a subset S of
V' which is also a vector space over the field. Such a subset is

called a (vector) subspaceof V .

6. Vector Space over GF(2)
= Abinary n-tupleisan ordered sequence, (a,.8,,--,a,)

with componentsfrom GF(2),i.e. & =1 or 0 for 1<i<n

Thereare 2" distinct binary n-tuples.



Addition operation for any two n-tuples:
(a,,8,,,8,) +(by.b,,++.b,) = (8, +b,,a, +b, - &, +b,)

The addition of two binary n-tuplesresultsin athird n-tuple.

Scalar Multiplication:
Let COGF(2), a=(a.a,,:-,a,)isabinary n-tuple.
Then c-(a,.a,,--,a,) =(ca,ca,,-,ca,)

The scalar multiplication also resultsin a binary n-tuple.

Let V, denote the set of all 2" binary n-tuples. The set V,
together with the addition and scalar multiplication is called a
vector space over GF(2).

Theeementsin V, arecalled vectors.

V, containstheall-zero n-tuple (0,0,---,0) and

(a,a,,-+,8,)*+(a,3,,--,a,) =(0,0,---,0)



Asubset S of V, iscalled asubspaceof V, if
(1) theall-zero vector isin S.

(2) thesum of twovectorsin S isalsoavectorin S.

Inner Product:
Theinner product of two vectors, a=(a,,a,,:-,a,) &
b=(b,,b,,--,b,) isdefined asfollows:

a-b=(ab, +ab, +--+ab,)

Linear | ndependent:

A set of vectors, V,,V,,---,V, in V, issaidtobelinearly

independent if ¢V, +C,V, +---+cV, 20

unlessall c,,C,,---,C, arethezeroeementsif GF(2).

Dimension of Subspace:

The subspace formed by the 2“ linearly combinations of k
linearly independent vectors \71\72\7k in V, is called a
k-dimensional subspaceof V,.

These k vectorsare said to span a k-dimensional subspaceof V,,.



= Orthogonal:

Two vectors, @ and b, aresaid to beorthogonal if a-b =0

» Dual space:
Let S be a k-dimensional subspace of V,. Let S, be the
subspace of vectorsin V, such that, for any a in S and any
binS,, a-b=0
S, is called the dual space (or null space) of S. The dimension

of S, isn-k.

7. Binary Irreducible Polynomials
= A polynomial with coefficients from the binary field GF(2) is

called a binary polynomial.

eg. 1+x* and 1+x°+x’arebinary polynomials.



A binary polynomial p(Xx) of degree missaid to beirreducible
if it is not divisible by any binary polynomial of degree less than
m and greater than zero.

eg. 1+x+x* , 1+x+x® , 1+x*+x®> and 1+x+x°

areirreducible polynomials.

For any positive integer m =1, there exists at least one

irreducible polynomial of degree m.

A irreducible polynomial p(X) of degree m is said to be
primitive if the smallest positive integer n for which p(Xx)
divides x"+1 is n=2"-1

For example, 1+Xx+x* isa primitive polynomial. The smallest
positive integer n for which 1+x+x” divides x"+1 is

n=2*-1=15

For any positive integer m, there exists a primitive polynomial of

degreem



Example

(Lin/ Costello page 29)

Primitive Polynomial
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1+x +x°
1+x +x*
1+ x% +x°
1+x +x°
1+ x>+ X’
1+x%+x*+x*+x®
1+x +x°
1+x +x%°
1+X2+X11

1+x +x*+x%+x*




8. Finite Fidlds

» A fidd with only a finite number of elements is called a finite

field.

=  Finitefieldsare also known as Galoisfield after their discover.

= For any postive integr m=1, there exists a Galois field of

2™ elements, denoted GF(2™). That is, it is an extension field of

GF(2).

= Construction of GF(2™)
(1) Begin with a primitive (irreducible) polynomial p(X) of
degree m with coefficients from the binary field GF(2).
(2) Since p(x) has degree m, it must have roots somewhere.

Let @ betheroot of p(Xx),i.e p(a)=0



(3) Sarting from GF(2= {0,1} and @ , we define a

multiplication “-” to introduce a sequence of powers of a

asfollows:
0-0=0
0.-1=1.0=0
1.1=1
O-a=a-0=0
l-oa=0-1=a
a’=a-a
a’=a-a-a
aj =de0s -0

j times

and we can seethat

0-a'=a¢'.0=0
lea' =a’ - 1=a'

gl =gt

- o

We now have thefollowing set of elements,
F={0,1La ,a°,-}

which is closed under multiplication “ -”



(4) Since @ is a root of p(x) and p(x) divides x> ' +1,

(5)

(6)

a must also be a root of x> *+1. Hence x*> *+1=0.

This implies that x?> *=1. As a result, F is finite and
consists of following elements,

F={0,1,a ,az,---,azm_z}

Let a«® =1.Multiplication iscarried out asfollows:

For 0<i,j<2™-1

a'-a'=a" =a'

o

Where r isthe remainder resulting from dividing i+] by

2™-1.Since a' -a® Y =ag? =1

2M-1-i

a is called the multiplicative inverse of @' and vice
versa.
Wecan alsowrite a* ' =a®* . a’ =a

Thus, wecan use a” to denote the multiplicative inverse of
ai

The element “1” is called the multiplicative identity (or the
unit element).

next, we define “division” asfollows:

o +a'=a' -0’ =a'’



(7) wedefine®addition” on F asfollows:
For 0<i<2™-2 wedivide X' by p(x)
Thisresultsin X' =a(x) p(x) +b(x)
where b(x) istheremainder and
b(x) =b, +b,x +b,x* +---+b_ x™*
Replacing X by a,wehave

a' =a(a)p(a) +b(a)

=b, +ba+---+b_a™
This says that each nonzero element in F can be expressed
aspolynomial of a with degreem-1or less.
Suppose @' =b, +ba+---+b, ,a™*
a' =c,+c,a+---+c_,a™"
We define addition “ +” asfollows:
a' +a! =(b,+c,)+(b,+c)a+---+(b ,+c o™ =ak
(8) Clearly, a' +a' =0
Thus, @' isitsown additiveinverse. -a' =a'
Subtraction isdefined as follows:
a -a'=a +(-a')=a' +a’

Hence, subtraction isthe same as addition.



(9) we conclude that F ={0,1,a ,a?,---,a® "} together with
the multiplication and addition defined above form a field of
2™ elements.

Such afield is called a Galoisfield, denoted as GF(2™)

Note: theset {1,a ,a®,---,a™"'} iscalled the canonical basis of

GF(2™) over GF(2)

» Representation of theelementsin GF(2™)
Thereare 3 formsto represent the elementsin GF(2™):
(1) Power form (easier to perform multiplication)
{0,1,¢ ,a?,-,a% %}
(2) Polynomial form (easier to perform addition)
a' =b, +ba+---+b_,a™"
(3) Vector form (easier to perform addition)

a’ =(by,b,,---,b._ )



Example:

The Galoisfield GF(2*) generated by p(x) =x* +x +1

Power Polynomial 4-Tuple
Representation representation representation
0 0 (0000)
1 1 (LoooO)
o “ (0100)
0’ a? (0010)
o’ a’ (bo001)
o’ 1 + q (1100)
a’ a t a? (0 11 0)
ab a’t+ ¢°f (0 01 1)
o’ 1 + a + o (1101)
o 1 + a2 (Lo10)
a’ a + 3 (0 10 1)
a® 1+ e t a? (1110)
all o *t a?t+ of (0 11 1)
a®? 1 + a + a2+ ¢ (1 11 1)
a® 1 + g2+ ¢° (1 01 1)
o™ 1 + o (Loo01)




Historical Notes

» Galoisfields are named in honor of the French mathematician
Evariste Galois (1811 — 1832) who was killed in a duel at the
age of 20. On the eve of hisdeath, he wrote a letter to hisfriend
in which he gave the results of histheory of algebraic equations,

already presented to the Pairs Academy.

Remarks

1. Galois fields are important in the study of cyclic codes, a
special class of block codes. In particular, they are used for
constructing the well-known random error correcting BCH

and Reed-Solomon Codes.

2. GF(2™M)isan extension field of GF(2).

3. Every Galois field of 2™ elements is generated by a binary

primitive polynomial of degree m.



